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1. INTRODUCTION

1.1 EMERGENCE OF HOME OFFICE WORKPLACE
The concept of Home Office Workplace emerged with the convergence of
technological innovation and the information age. This technological era
allows businesses to expand in a quick and efficient manner, irrelevant of its
location. With technologies such as video conferencing, social networks and
virtual office technologies, the workplace boundaries which was a limitation
to business expansion in earlier eras is now removed. 1

The idea of using internet based technology for business purposes is known as
e-Business. “Business processes that are conducted using Internet technologies
that help to improve the quality of services and values in terms of the way
people work, collaborate, and communicate with their stakeholders and
business partners. It also includes the changes in the company’s structures,
strategies, procedures and culture”.2

1.2 WHY HOME OFFICE WORKPLACE
The emergence of e-Business with advancement in technological paradigm
arose various concepts such as telecommuting and workplace flexibility which
greatly supported Home Office Workplace. Telecommuting is when
telecommunication systems replace the daily commute to workplace.
Companies have started supporting employees to work from home. All it needs
is few enticing communication and networking tools. Some organizations even
offer facilities such as free high speed internet and gratis ergonomic office

1 http://smallbusiness.chron.com/importance-technology-workplace-10607.html
2 http://www.academic-journals.org/ojs2/index.php/IJCSE/article/viewFile/521/15

http://smallbusiness.chron.com/importance-technology-workplace-10607.html
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furnishings to provide the right work environment at home for their
employees. 3 Companies can reduce cost significantly, due to the increase in
real estate market and globalization of businesses. It is a cost effective method,
if followed in a right way.

A well equipped home office workplace has various perks for both the
company and its employees. It has positive effects on reducing costs to a
company and also improves employee personal life and commitment to the
company. Thereby, improving the overall productivity, in general. It also has
significant positive effects on environmental issues. Hence, benefitting the
employee, employer and the community. It is popular for the self employed
people also.

1.3 HOME WORKER FRAMEWORK4

Salazar (2001) developed a home worker framework which is adopted to
define the scope of home workers. The following framework is divided into
four categories: employees working from home, sub-contractors, employed
professionals or managers and home-business.

3 https://resourcecenter.businessweek.com/page.asp?prmID=207&prmPID=5245

4 Salazar, C. (2001). Building Boundaries and Negotiating Work at Home.
Communications of ACM, 3(1), 162-169

http://www.academic-journals.org/ojs2/index.php/
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The employees who are working at home are grouped under telecommuting in
which the employees are employed by an organization and managed by their
supervisors such as service providers. For the sub-contractors, they are also
highly managed by the contracting organization but have more flexibility in
job selections as they are self employed. The third category, the employed
professionals are also employed by the organization but have more flexibility
and ability to make almost all decisions related to their work such as system
engineers who can perform their tasks from home. They are self-managed,
which means they are not required to report to any supervisors. The fourth
category, home business is self employed and self managed in which the
business owners may have more autonomy in making choices and decision but
constrained by the need to earn a living. Since they are highly self-managed
they are more concerned with their day-to-day business affairs in terms of
engaging suppliers or promoting the business.



The Problems of a Home Office Workplace

24 January 2012 6

2. SETTING UP OF A HOME OFFICE WORPLACE5

Remote working is a trend; it is important to stress that the key to making
remote working possible for a business is to keep it simple. With the
availability of many easy to use remote workers technologies such a cloud
computing, working from home is made easier. 6

There are several main criteria to setup a successful functional home office
workplace.

 Mobile Phone

A Mobile phone is a must have device for everyone now a days. It enables you
to be in contact anytime and anywhere. Mobile Technology has come a long
way now, with SMS, high speed 3G/4G internet services to mini computer
services. Example: Blackberry devices which has all the necessary office
applications

 Personal Computer/Laptop

Gone are the paper work and filing days. A Personal computer or a laptop is
the most important equipment needed to perform your tasks. With a well
configured system, a home worker can work in peace without having to be
disturbed by poor performance issues and such related ones. Anything can be
done sitting in front of a computer. For a business-capable system, minimum
2 GHz processor and 512 RAM configuration is necessary to multi task a
business suite such as MS Office.

 High Speed Internet Connection

5 http://sbinfocanada.about.com/cs/homebusiness/a/homeoffice.htm
6 http://www.channelweb.co.uk/crn-uk/opinion/1886396/managing-remote-workers

http://sbinfocanada.about.com/cs/homebusiness/a/homeoffice.htm
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In age of the internet, one cannot survive without internet. A good net
connection enables quicker communication with office and clients.
Technologies like VoIP – Web based communication tools require a high speed
internet connection for uninterruptive services. A higher bandwidth
broadband service is needed. WiFi is also used but not very safe connection.
Example: Broad band -DSL.

 Landline Phone and Answering Machines

As home office workplace, a landline is mandatory for being in constant
contact and for broad band internet connection. An answering machine can
save important messages, when not available to receive the call.

 Fax, Printers and Scanners

These machines are necessary in an office environment for paperwork,
especially ones that need to be signed. It is more effective and time saving than
postal or courier services.

 Backup

Backup is vital, as data could be lost due to power failure or system failures.
UPS helps in those situations. A Portable hard disk can be used to backup data
or a secure office server.

2.1 COMMUNICATION TOOLS
There is variety of communication tools available in the market today; to
enable synchronous and asynchronous communication between all parties
involved. They include Emails, Instant Messenger (Online Chat) VoIP-
teleconferencing, video conferencing, etc with office colleagues, bosses and
clients from different locations via the internet.

http://www.channelweb.co.uk/crn-uk/opinion/1886396/managing-remote-workers
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The below matrix shows a comparison of features of some of the widely used
VoIP communication tools used.

Figure 2: Communication Tools: Feature Comparison7

Some services such as Skype can also be installed and used from smart phones.
As Calls made through the internet in between computers is free of cost.

3. CHALLENGES OF A HOME OFFICE WORKPLACE8

A home office workplace faces more challenges especially with respect to data
security. In an organization, there is an IT department, whose sole duty is to
manage the network and data security. But, in a home network, it is not the
same. Home networks are more vulnerable comparatively. As, it is expected
from the IT department to provide the necessary security measures in an
organization, but it is rare for users to extrapolate this security to home
networks. Therefore, when a user works from home, they also deal with
sensitive data like customer information, etc and it is most necessary to face
the impending challenges for a secure business.

7 http://nnlm.gov/mcr/technology/communication_tools.html#A3
8 http://www.finextra.com/community/fullblog.aspx?blogid=4643

http://nnlm.gov/mcr/technology/communication_tools.html#A3
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A home office workplace usually uses LAN (Local Area Network) for home
networking. Home workers employ one LAN and connect to the Internet WAN
via an Internet Service Provider (ISP) using a broadband modem. The ISP
provides a WAN IP address to the modem, and all of the computers on the
home network use LAN (so-called private) IP (Internet Protocol) addresses. All
computers on the home LAN can communicate directly with each other but
must go through a central gateway, typically a broadband router, to reach the
ISP.9 One of the main network types used for office purpose is VPN (Virtual
Private Network). It utilizes public network to conduct private data
communication, with the help of specialized protocols that enable the network
secure.

Therefore, VPN is the most commonly used network for communication
between organizations, employees and clients.

9 http://compnetworking.about.com/od/basicnetworkingconcepts/a/network_types.htm
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http://compnetworking.about.com/od/basicnetworkingconcepts/a/network_types.htm
http://compnetworking.about.com/od/basicnetworkingconcepts/a/network_types.htm


The Problems of a Home Office Workplace

24 January 2012 10

Figure 3: A typical VPN network10

A home office workplace also requires networking technologies to enable
communication between users. The following are the typical networking
communication protocols used by home workers, namely - Ethernet, Phone
lines and Wireless.11

As always, a Home office Workplace also has its share of challenges and
disadvantages, which cannot be fully eradicated but definitely minimized.
Home users face various potential risks such as information theft, virus
attacks, etc. The main challenge arises from the Internet.

The main questions to ask before starting work from home are these following
questions,

 Do I have an effective antivirus, firewall?
 Is the home network secure?
 Are the passwords used strong enough?
 How fast is the internet speed?
 Is the system configuration equipped enough to handle the business?

These are the main issues that need to be addressed before embarking on a
home office workplace. As protection of economically valuable data or
information is the most vital aspect of any business.12

3.1 INFORMATION SECURITY
Information security is concerned with three main areas:

o Confidentiality - information should be available only to those who
rightfully have access to it

10 http://en.wikipedia.org/wiki/File:Virtual_Private_Network_overview.svg
11 http://technet.microsoft.com/en-us/library/bb457037.aspx
12 http://e-businesschallenges.blogspot.com/

http://compnetworking.about.com/od/basicnetworkingconcepts/a/network_types.htm
http://en.wikipedia.org/wiki/File:Virtual_Private_Network_overview.svg
http://technet.microsoft.com/en-us/library/bb457037.aspx
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o Integrity -- information should be modified only by those who are
authorized to do so

o Availability -- information should be accessible to those who need it
when they need it

Home workers who store sensitive information, especially customer data—
know that safety is a constant concern. Unsecured information can lead to
catastrophic loss or compromise of mission-critical data. Hackers know that
home networks lack the technological know-how to set up robust security and
often look to those as easy targets.

3.2 COMMON RISKS131415

Internet users face various threats from hackers and others who are on the
prowl to steal data or to commit cybercrimes. Anytime a computer is
connected to the internet, it is exposed to various risks. The most common
threats are listed below as follows,

 Broadband Access Security Challenge

It increases vulnerability to hacker attacks and issues in establishing a secure
connection to other networks, as a broad band is constantly connected to the
internet. The following figure illustrates the same.

13 http://www.cert.org/tech_tips/home_networks.html#III
14 http://www.cba.org/cba/practicelink/SO/smallfirmnetworks.aspx
15 http://www.esoft.com/content/pdf/dpi-migration-whitepaper.pdf

http://e-businesschallenges.blogspot.com/
http://www.cert.org/tech_tips/home_networks.html#III
http://www.cba.org/cba/practicelink/SO/smallfirmnetworks.aspx
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Figure 4: Broadband Security Challenges16

 Trojan horse programs

Trojan programs are threats that access a computer through back doors,
without the knowledge of the user and alter the system configurations and
install viruses. Example: NetBus, Y3K RAT.

 Back door and remote administration programs

On Windows computers, three tools commonly used by intruders to gain
remote access to your computer are BackOrifice, Netbus, and SubSeven. These
back door or remote administration programs, once installed, allow other
people to access and control your computer.

 Denial of service

16 http://www.sans.org/reading_room/whitepapers/hsoffice/securing-broadband-network_612

http://www.esoft.com/content/pdf/dpi-migration-whitepaper.pdf
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Denial of Service (DoS) makes a computer or network resource unavailable to
its intended users. When the DoS Attacker sends many packets of information
and requests to a single network adapter, each computer in the network would
experience effects from the DoS attack.

 Being an intermediary for another attack

A system can be used to attack other systems in a network through DoS and
Trojans. Therefore, it is necessary to password protect and keep security and
firewalls high alert.

 Mobile code (Java, JavaScript, and ActiveX)

Mobile codes are mini applications that have a specific task. These
programming languages allow the web user to create useful codes. But, they
can also be misused to obtain data or to run malicious code on a system. It is
advisable to disable these, while accessing unknown websites.

 Cross-site scripting

A type of computer security vulnerability typically found in Web applications
that enables attackers to inject client-side script into Web pages viewed by
other users. A cross-site scripting vulnerability may be used by attackers to
bypass access controls such as the same origin policy. Cross-site scripting
carried out on websites accounted for roughly 80.5% of all security
vulnerabilities documented by Symantec as of 2007.17 Their effect may range
from a petty nuisance to a significant security risk, depending on the
sensitivity of the data handled by the vulnerable site and the nature of any
security mitigation implemented by the site's owner. A system can expose web
browser to malicious scripts by
17 During the second half of 2007, 11,253 site-specific cross-site vulnerabilities were documented by XSSed,
compared，to 2,134 "traditional" vulnerabilities documented by Symantec, in (PDF) Symantec Internet
Security Threat Report: Trends for July–December 2007

http://www.sans.org/reading_room/whitepapers/hsoffice/securing-broadband-network_612
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o following links in web pages, email messages, or newsgroup postings
without knowing what they link to

o using interactive forms on an untrustworthy site
o viewing online discussion groups, forums, or other dynamically

generated pages where users can post text containing HTML tags

 E-mail spoofing

E-mail spoofing is email activity in which the sender address and other parts
of the email header are altered to appear as though the email originated from
a different source. Its purpose is to mainly trick the user into giving sensitive
information such as passwords, while claiming to be a system administrator or
from a known authority.

 Email-borne viruses

They are viruses that are attached to an email. It could infect a system just by
clicking open the mail or the attachment from the mail. It also spreads through
the address book contacts. Example: W32/Sircam, W32/Goner.

 Packet sniffing

A packet sniffer is a device or program that allows eavesdropping on traffic
travelling between networked computers. The packet sniffer will capture data
that is addressed to other machines, saving it for later analysis. Compared to
DSL or dial-up users, cable modem users are at higher risk as they share their
LAN with the entire neighbourhood.

 Disk Failure
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Disk failure is another common problem, as hard disk crashes happen to
everyone. Hence it is necessary to protect the media on which important files
are stored by taking regular backups.

 Power Failure and Surges

Power failures and short circuits do occur and they have a nasty effect on
electronic items. Therefore surge controller, UPS aid in these situations by
protecting our system from sudden power off.

 Physical Theft

These incidents also result in data theft along with the system. Thereby
resulting in loss of data. Hence, it is always advisable to password protect
systems and data and perform regular backups to cope from these issues. It
could also include, physically tampering with the internet cable or modem.

4. STEPS FOR A SECURE HOME OFFICE WORKPLACE18

 Adding Network Adapters and Limiting the Protocols
 Installing Effective Anti Virus
 Usage of Firewall
 Robust Password
 Special Care for Sensitive Data
 Regular Backups
 Data Encryption
 Regular System Cleanup
 Getting organizations to install VPN for telecommuters

18 Buschner, Stephen, “Home Network Security: The Basics”, New Voice News, URL:
http://www.newvoicenews.com/sep00/buschner.html
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5. CONCLUSION

Managing a home office can be a rewarding experience. It’s also one of the
most challenging. The information age and rise of the pervasive workplace
have pushed home offices beyond the simple writing desk and file cabinet.
Modern home workspaces rival the computing power, Internet bandwidth,
and document handling capacity. The internet, intranet, cellular networks and
other forms of digital technology have created a niche value chain among
clients, employees, suppliers, stakeholders and traders coordinated in the
world of web technology. The portability of today’s technology also allows for
a more flexible work environment.19 But along with this also comes various
challenges which are a real threat as discussed above.

The key to keeping up with technology and overcoming these technology
challenges isn't just knowing about them, but having the right attitude about
them too. Which is to say: Be proactive. Don’t wait until a disaster, hacker
attack, or outage to do something about it. Heading off a problem before it
impacts or shuts down a business is the key. There is no such thing as a risk
free environment, being precautious helps to combat and minimise these
threats and keep it in control.

19 ”Office On-Demand Helps Downsizing Professionals”. Long Island Business News, Roger Kahn.
http://libn.com/spacedout/2009/01/16/office-on-demand-helps-downsizing-professionals

http://www.newvoicenews.com/sep00/buschner.html
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7. ACRONYM
3G/4G – 3rd or 4th Generation
DoS – Denial of Service
DSL – Digital Subscriber Line
GHz – Giga Hertz
ISP – Internet Service Provider
LAN – Local Area Network
RAM – Random Access Memory
SMS – Short Message Service
TCP/IP – Transmission Control Protocol/Internet Protocol
UPS – Uninterruptible Power Supply
VoIP – Voice Over IP
VPN – Virtual Private Network
W32 – Windows 32-bit virus
WAN – Wide Area Network
WIFI – Wireless Fidelity
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